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1. INTRODUCTION

Artificial intelligence has significantly advanced image generation technologies in recent years.
Generative models such as Generative Adversarial Networks (GANSs) and diffusion-based models can produce
highly realistic synthetic images that closely resemble real photographs. While these technologies offer many
beneficial applications in entertainment, design, and content creation, they also introduce serious challenges
related to misinformation, identity fraud, and digital manipulation.

Deep fake images are artificially generated or modified images created using Al algorithms that imitate
real-world visuals. These images can be used maliciously to spread false information, impersonate individuals,
or manipulate public perception. Traditional image verification techniques often fail to detect these manipulations
because modern generative models produce visually convincing outputs.

To address this challenge, researchers have explored various deep fake detection techniques such as pixel-

level artifact analysis, deep learning classifiers, and statistical feature extraction. One promising approach is
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source fingerprinting, which identifies hidden patterns or artifacts left by the image generation process. Similar
to how camera sensors leave unique noise patterns in photographs, Al models also produce identifiable signatures
during image synthesis.

This research proposes a machine learning-based framework for detecting Al-generated deep fake images
using source fingerprinting. The system extracts intrinsic fingerprints from images and uses classification
algorithms to determine whether the image is real or Al-generated. The objective is to develop an accurate and
scalable detection mechanism that can support digital forensics, media verification, and cybersecurity
applications.

2. LITERATURE REVIEW AND RELATED WORK

Deep fake detection has become an important research area in digital image forensics. Early research
focused on identifying inconsistencies in facial structures, lighting conditions, and image compression artifacts.
However, with the advancement of generative models, these methods have become less effective.

Researchers have proposed various machine learning and deep learning techniques for detecting Al-
generated images. Generative Adversarial Networks (GANs) leave subtle artifacts in generated images that can
be detected using frequency-domain analysis and convolutional neural networks. Studies have shown that CNN-
based models can effectively learn these patterns and classify images with high accuracy.

Source fingerprinting has also emerged as a promising technique for identifying the origin of digital
images. Similar to camera fingerprinting methods such as Photo Response Non-Uniformity (PRNU), Al models
produce unique statistical signatures during the image generation process. These fingerprints can be extracted
using signal processing and machine learning methods.

Recent studies have explored hybrid approaches that combine deep learning with statistical feature
extraction. These methods analyze texture patterns, noise distributions, and frequency characteristics of images
to detect synthetic content. Ensemble learning techniques further improve detection accuracy by combining
predictions from multiple models.

Despite these advancements, challenges remain in detecting high-quality deep fakes produced by
advanced diffusion models. Therefore, robust detection methods that integrate fingerprint analysis with machine
learning are required to improve reliability and scalability.

3. SYSTEM ARCHITECTURE
The proposed system consists of several stages designed to detect Al-generated images using source
fingerprinting techniques:

1. Image Dataset Collection

2. Image Preprocessing
3. Feature Extraction
4

Source Fingerprint Analysis
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5. Machine Learning Classification

6. Result Evaluation
The architecture analyzes both spatial and frequency characteristics of images to detect synthetic patterns
produced by generative models.
4. METHODOLOGY
4.1 Data Collection and Preprocessing

The dataset consists of both real images and Al-generated deep fake images. Real images are collected

from public datasets, while synthetic images are generated using Al models such as GAN-based image generators.
Before analysis, images undergo preprocessing steps including resizing, normalization, and noise filtering.
Image normalization ensures consistent pixel intensity values using the following transformation:
X = Xmin

x' =

This preprocessing step improves feature extraction accuracy and reduces noise in the dataset.
4.2 Feature Extraction
Feature extraction is used to identify unique patterns that differentiate real images from Al-generated images.
Several types of features are extracted including:
» Noise pattern features
o Texture features
» Frequency domain features
+ Statistical pixel distributions
Frequency analysis using Fast Fourier Transform (FFT) is applied to capture hidden artifacts introduced
during image generation. These artifacts serve as fingerprints of AI models.
4.3 Source Fingerprinting
Source fingerprinting identifies hidden signatures produced by generative models. Each Al model
introduces specific artifacts in generated images due to training data distributions and architecture design. These
fingerprints are extracted by analyzing residual noise patterns from images. The fingerprint feature vector can be
represented as:
F() = [Fy Fo, F]
Where F, represents noise features, F; represents texture features, and Fy represents frequency-domain
features. These features allow the system to identify the source characteristics of generated images.
4.4 Machine Learning Classification
Machine learning algorithms are used to classify images as either real or Al-generated. Several models are
evaluated including:

» Support Vector Machine (SVM)
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* Random Forest
» Logistic Regression
» Convolutional Neural Networks (CNN)

The probability of an image being Al-generated can be estimated using logistic regression:

1
PO =11 = =G

These classifiers learn the relationship between extracted features and image authenticity.

5. IMPLEMENTATION AND RESULTS
The proposed system was implemented using Python programming language with libraries such as

OpenCV, TensorFlow, NumPy, and Scikit-learn. The dataset was divided into training and testing sets for model

evaluation.
Model Accuracy | Precision | Recall | F1-Score
Logistic Regression | 84% 81% 78% | 79%
SVM 88% 85% 84% | 84%
Random Forest 92% 90% 89% | 90%
CNN 94% 93% 91% | 92%

Table 1: Performance comparison of classification models

The CNN model achieved the highest performance due to its ability to learn complex spatial features from
images.

6. DISCUSSION

The experimental results demonstrate that source fingerprinting combined with machine learning can
effectively detect Al-generated deep fake images. CNN models show superior performance compared to
traditional classifiers because they can automatically learn hierarchical image features.

Feature analysis reveals that frequency-domain artifacts and noise patterns play a significant role in
distinguishing synthetic images from real ones. Ensemble models further improve detection accuracy by
combining predictions from multiple classifiers.

However, advanced diffusion-based generative models produce higher-quality images with fewer visible
artifacts. Therefore, future research must focus on improving fingerprint extraction techniques and developing
adaptive detection models.

8. CONCLUSION

This research presents a machine learning-based framework for detecting Al-generated deep fake images
using source fingerprinting techniques. The proposed system extracts intrinsic fingerprints from images and
classifies them using machine learning algorithms. Experimental results demonstrate that the approach achieves

high accuracy in distinguishing real images from Al-generated content. The framework provides a promising
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solution for digital image forensics, media authentication, and misinformation prevention. Future work will focus
on improving detection accuracy for advanced generative models and developing real-time deep fake detection

systems.
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