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 Analyzing driver behavior using artificial intelligence (AI) and machine 
learning (ML) enables proactive road safety measures by detecting patterns 
such as aggressive or distracted driving. In this work, we develop a driver 
behavior analysis framework leveraging smartphone and vehicle sensor data. 
The proposed system architecture integrates accelerometer, gyroscope, GPS, 
and CAN bus inputs into a data-processing pipeline[1][2]. Machine learning 
models (Random Forest, Support Vector Machine, Neural Networks, etc.) are 
trained to classify driving style (e.g. normal, aggressive, risky/drowsy) with 
high accuracy. Experimental evaluation shows ensemble methods like 
Gradient Boosting or Random Forest often achieve over 90% accuracy, while 
deep models (LSTM/GRU) effectively capture temporal driving 
patterns[3][4]. These results demonstrate that AI-driven analysis of inertial 
and vehicular data can accurately recognize and predict driver behavior, 
providing a foundation for advanced driver assistance and insurance 
telematics.  
Keywords: Driver Monitoring System (DMS), Driver Behaviour 
Recognition, Machine Learning (ML), Neural Networks, Random Forests, 
Threshold-Based System, Microsoft Azure, Sensor Technology, Smartphone 
Sensors, Road Safety, Inappropriate Driving Behaviour, Data Processing, 
Commodity Hardware. 

 
1. INTRODUCTION 

Unsafe driving behaviors are a major contributor to traffic accidents. For instance, the U.S. National 
Highway Traffic Safety Administration reports over 38,000 highway fatalities in 2020 (a 7.2% 
increase) with aggressive driving (speeding, erratic maneuvers) cited as a top cause[5]. Accordingly, 
modern vehicles and mobile devices are increasingly used to monitor driver state and behavior. 
Traditional telematics (dedicated vehicle black boxes) offer detailed data but suffer from high cost and 
low adoption[6]. By contrast, smartphones embed rich motion sensors (accelerometers, gyroscopes, 
GPS, magnetometers) that can non-intrusively capture driver dynamics[1][7]. Research has shown that 
smartphone-based AI systems can successfully detect risky maneuvers and provide driver profiling 
(e.g. SenseFleet platform detects risky events independent of device placement[8]). Leveraging AI/ML 
on such mobile/vehicle sensor data thus holds promise for real-time driver monitoring. 

Driven by these motivations, this work focuses on AI techniques to recognize, analyze, and predict 
driving style. We integrate multi-sensor streams (inertial, GPS, CAN bus, etc.) and apply feature 
extraction to characterize acceleration, braking, steering patterns, and lane-keeping. Then, supervised 
ML classifiers (decision trees, SVMs, neural networks) are trained to label driving behavior (e.g. 
normal, aggressive, drowsy/risky). The remainder of this paper is organized as follows: Section II 
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reviews related literature on driver behavior analysis; Section III details our methodology and system 
design; Section IV describes data collection and preprocessing; Section V outlines the ML models 
used; Section VI presents experimental results; Section VII evaluates performance metrics; 
Section VIII discusses findings; and Section IX concludes with the will continue to rise steadily, for 
example, when considering RADAR and LiDAR sensors for autonomous driving. As a result, there 
are a variety of vehicles with different equipment on the road. Unfortunately, there is no way for 
owners of older cars to benefit from advances based on sensor data. As a result, it would make sense 
to keep the data collecting infrastructure and the vehicle apart. Using what is already accessible, such 
as commodity gear, is a clever method to accomplish this. Consequently, a smartphone, which is 
widely used and very popular, can be used for this purpose because it provides the connectivity 
infrastructure for data exchange and has a variety of sensors that can be used for this purpose [8]. 

This work proposes an extended architecture model for a specific threshold-based driver behavior 
monitoring system called "Drive Safely" based on smartphone data [9]. This includes using machine 
learning (ML) techniques to learn and modify threshold-based reasoning about the state of each 
individual driver. The following research questions (RQs) are addressed in this study: 

RQ1: How may machine learning approaches be applied to the identification of driving behavior? 

RQ2: Which characteristics are most important for identifying driver behavior?  

This is how the paper is organized. While Section III describes the architecture model, Section II 
offers related works. The suggested ML-oriented model is presented in Section V after the data 
preparation procedures are described in Section IV. Section VI presents the results of experiments 
on the use of the proposed AI-based technique, and Section VII discusses the findings. Finally, 
Section VIII provides conclusions. 

 

2. RELATED WORK 

The scientific findings that have already been published are examined below so that we can base our 
research on them. Specifically, a study of the literature on the use of smartphone sensor data and 
machine learning approaches to identify driver behavior was conducted [7]. Ten pertinent papers that 
we found using inclusion and exclusion criteria in the scientific SCOPUS and ScienceDirect databases 
are summarized below. 

Using a variety of Android-based smartphone sensors, Ferreira et al.'s work considers driver 
classification [10]. They specifically look at which sensor and technique assembly works best: 
Smartphone sensors like accelerometer, linear acceleration, magnetometer, and gyroscope are used for 
categorization, and several machine learning methods like  

 Bayesian networks, Random Forest, Support Vector Machines (SVMs), and Artificial Neural 
Networks (ANNs). The results show that Random Forest works best, followed by ANNs. Additionally, 
the authors in [10] investigate how the performance is impacted by the size of the sliding window for 
data accumulation. They showed that gyroscope and accelerometer are the best sensors for their 
classification task and that larger time periods are preferable. 
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A study of driving skill classification using the ability to navigate in curve driving scenarios is covered 
in [4]. ML-based techniques are used to categorize drivers according to various driving abilities, with 
the ultimate objective of creating a framework to improve driving safety and comfort. The driver 
model is acquired.   

simulation that reflects the driver's driving behavior, vehicle response, and driving environment. New 
driving scenarios can be automatically classified once the model has been trained. Additionally, the k-
NN classifier and SVM are used in [4], which makes the varied curve driving situations the reference 
basis for the classification with the aim of identifying the drivers with the different driving talents. 
Steering angle, speed, longitudinal acceleration, lateral acceleration, yaw rate, accelerator control, 
brake control, lateral displacement, longitudinal displacement, accelerator control speed, and brake 
control are all essential factors to take into account in this situation.  

   TABLE I. LITERATURE REVIEW SEARCH QUERIES 

 

Search Query 

“Machine learning” AND (“driving 
behaviour” or “driving behavior”) AND 
(smartphone OR mobile) AND (safety 
OR accident) 

“Driver classification” AND (behaviour 
OR behavior) AND “machine 

learning” 

“Driver behavior” AND classification 
AND “machine learning” 

 

Finally, authors in [4] find that SVM outperforms the k-NN algorithm for the mode chosen, with an 
accuracy of 95.7% for entire curve scenes and an overall accuracy of 89% for segmented curves. 

Q-learning is used as an example of reinforcement learning techniques in [10], a system for 
displaying adaptive and measurable driving policies implemented using data from smartphone 
sensors. The motion and position sensors, such as the accelerometer, gyroscope, and magnetometer, 
provide the Q-learning algorithm with inputs such as the number of harsh events per kilometer, 
speeding, and mobile use. Their findings support the necessity for a customized approach to assessing 
driver behavior. 

The driving behavior in relation to the relevant emissions of air pollutants is examined in [11]. In 
particular, the authors use a K-means clustering algorithm to categorize a large database of 4156 trips 
into three profiles: hard driving, eco-friendly driving, and driving as usual. In this case, the 
accelerometer, gyroscope, and magnetometer are incorporated sensors in the smartphone. the data 
sources. 

Authors of [12] research anomaly detection algorithms to identify aggressive driving. Specifically, 
they employ vehicle motion data gathered using smartphone sensors (e.g., accelerometer and 
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gyroscope) and process data with Gaussian mixture model, partial least squares regression, wavelet 
transformation and Support Vector Regression (SVR). They find that the algorithms can detect 
aggressive driving behavior and that Gaussian mixture model and SVR are better compared to the 
other two algorithms. The anomaly detection assisted by acceleration data is more identifiable 
compared to those obtained from gyroscope data. Last, they learn that small modifications to the range 
of thresholds does not affect the outcome which gives way to the conclusion, that well-chosen 
threshold values may still accompany small variations in the setting and therefore the performance of 
the algorithm. 

In [13], analysis of driving behavior is conducted. In particular, a systematic literature review of road 
users' behavior with a specific focus on ML methods is described, hence defining an interpretive 
framework based on various dimensions that affect the driver's behavior and synthesizing the extant 
evidence of the ML methods to build future driver behavior estimation models. In addition, authors in 
[13] compare the ML methods with non-ML models and accuracy between the ML models as well. 
They find that ML models perform better than non-ML models in general. Moreover, they provide 
recommendation to researchers to conduct future studies on driver behavior analysis using ML 
methods. 

In [14], the study explores the ability to recognizeand anticipate when a driver may be impaired, such 

as when they are drowsy, by developing an artificial neural network (ANN) for this purpose. The 

algorithm uses data from different sources, including physiological, behavioral, and psychological 

information about the driver, along with performance data from the vehicle. Researchers assessed 

various datasets from these sources to find the best methods for detecting and predicting impairment. 

The data were collected from participants using a driving simulator. Generalization and differences 

among individuals pose a challenge when assessing drivers whose data has not been pre-trained. 

Using data from smartphone sensors, the authors in [15] proposed a model to detect abrupt braking 
and aggressive driving behaviors. In situations where resources are limited, a dynamic time warping 
technique is used for mobile device classification. The proposed algorithm shows 86.67% accuracy in 
identifying aggressive turns, 97% accuracy in identifying left and right turns, and 100% accuracy in 
identifying braking events.A customized driving state recognition system that takes into account 
context information, such as road type, in addition to customized driving attributes is presented in [16]. 
As a result, individual drivers' driving states are recognized with greater accuracy. The authors found 
that Random Forest outperforms discriminant analysis, decision trees, k-NN, SVM, and other methods 
for the classification algorithm. 

In order to train both SVM and neuron networks with empirically based data in real-world driving 
scenarios, researchers in [17] developed a fine-grained abnormal driving behavior identification and 
detection system based on smartphone sensors (specifically, acceleration and orientation). Weaving, 
swerving, side slipping, quick U-turns, wide-radius turning, and abrupt breaking are all recognized 
as abnormal driving events. They also investigate a number of factors that affect the results, such as 
the size of the training set, the traffic situation, the type of road, the smartphone's location, and the 
sampling rate of the sensors. 

The application and configuration of machine learning algorithms for vehicle drivers' behavior 
recognition are problematic in the papers that are being reviewed. They recommend different 
algorithms. Since [7] determines which algorithms are the most promising, the random forest and 
neural network algorithms are chosen for comparison. 
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We present and discuss the suggested machine learning algorithm below based on the findings of the 
preliminary studies. In order to achieve this, we collect information from smartphone sensors, enter 
it into the ML-focused infrastructure, and get outcomes. A cloud service will be used for the latter. 
We will go into further detail about the architecture model in the section that follows. 

 

3. ARCHITECTURE 

The goal of this paper is to analyze and categorize driving data for behavior identification, which 
forms the basis of the driver monitoring system architecture (Fig. 1). In particular, there are two 
distinct analyzing modules: 1) a smartphone app that uses thresholds to analyze data in real time, and 
2) a cloud service that updates thresholds based on user feedback. 

On the smartphone, a threshold-based detection scheme is chosen for the real-time data processing 
application. When thresholds are exceeded, it generates events based on sensor data from 
smartphones. Since people behave differently, we use the cloud-based data analysis service to update 
the thresholds for each individual user. This is based on sensor data and user input, such as whether 
the user agrees or disagrees with the event that suggests he was driving while sleepy. For this 
classification problem, various ML methods are employed. 

The procedure is as follows in more detail. The driver places the smartphone inside his or her driver's 
cabin and launches the logging application for the smartphone's mobile application in order to collect 
data. The smartphone application collects data from smartphone sensors about the driver's driving style 
while the driver is behind the wheel. Different dangerous states can be identified using the threshold-
based detection system, which performs both online and offline dangerous state detection based on 
these thresholds. The recommendation module then sends the driver a suitable alert based on that. 
Furthermore, recorded data are uploaded to the Cloud in order to conduct the data analysis (as indicated 
Fig. 1). The threshold-based system, which produces alerts based on predetermined thresholds, is 
enhanced by the machine learning module. This is achieved through the consideration of confirmation 
of the risky events by the driver. In this manner, the ML classification receives extended information 
about abnormal driving to refine the existing thresholds of the drive safety system in an iterative way. 
Various driving styles and overall driving behavior can be sensed differently to different drivers. If 
every driver annotates their recorded data as accurate or inaccurate and provides suggested behavior 
identification, the system could determine more appropriate thresholds for recognizing distraction and 
drowsiness. Regarding the Cloud-based component, the relevant sensor data is sent to the Cloud in 
CSV format for additional processing 

the purpose of the upcoming classification assignment, aided by a Python script. Section IV provides 
a thorough explanation of the data processing. The prepared data is fed into the Microsoft Azure 
classification model, which categorizes the labeled events. A more detailed overview of the 
classification model is available in Section V. Based on deviations from the existing thresholds, the 
specific driver is categorized into a driver group that more accurately matches the feedback provided 
regarding the identified risky situations. The driver groups indicate that the individualized driver 
preferences are determined based on the thresholds established for that specific driver 
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Fig. 1 Architecture of Driver Monitoring System 

The updated thresholds are sent to the driver's smartphone, replacing the old thresholds for a more 
personalized detection system. Previously, real-time updates of thresholds were not considered since 
the user gives feedback (accepts or rejects hazardous conditions) following a recorded trip. The main 
focus of this paper is the ML component involving data preparation and the classification model. This 
paper does not cover the processes of driver clustering, personal driver preferences, or the revision of 
the threshold-based detection system 

DATA PREPARATION 

A. Acquisition 
The unprocessed data was collected using an existing threshold-based system for identifying driving 
style [18]. Afterward, the participants' driving styles were recorded and categorized in the same way 
the previous thresholds were labeled. Ultimately, the experts in this field, namely the drivers, should 
keep offering feedback on the outcomes by personally annotating the recognized critical data, sharing 
their perspective on their driving habits, and thereby confirming or correcting the designation of the 
particular incident. 

B. Raw Data 

The raw information consists of two datasets: one containing the complete records of all trips without 
the labels, referred to as pure, and the other with the identified critical driving data, called critical. 

Both datasets contain extensive information regarding the driving events. The necessary data for the 
classification task includes all the various information present in those source datasets. To create a 
single dataset that includes all necessary information, a join operation is needed. To achieve a 
successful join with unrefined and essential data, timestamps from both datasets are extracted, serving 
as the primary keys for the combined operation. For the pure dataset, every row represents a 
momentary snapshot, while the critical dataset aggregates all driving snapshots linked to a particular 
recognized driving style event, such as drowsy driving. The updated dataset contains, following the 
collaborative task, all data from significant incidents such as distracted or drowsy driving along with 
their respective labels and associated feature columns. 

C. Data Cleaning 
The raw data was heterogeneous, containing missing values or inaccurate column labels in certain 
instances that required cleaning. Consequently, every row containing missing values was removed. 
This applies to NaN values as well as to those cases where feature columns are entirely zero. 
Consequently, this indicates an error in documenting for that specific event and is consequently 
excluded as well. This means that in reality, the driver's face was beyond the camera's target area and 
thus could not be captured 
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D. Data Selection 
 

The combined dataset contains the label column, reflecting the state of risky driving behavior, along 
with the features essential for classifying the driving events. The head angle, the degree of mouth 
openness, and the level of eye openness are considered important in the threshold-based detection 
system for detecting both drowsiness and distraction [18]. To address the existing threshold-based 
system for comparability, the relevant columns have been chosen as attributes. Consequently, 
characteristics concerning the openness of both the left and right eyes, along with information about 
the head's yaw and pitch angles, and the mouth opening ratio while driving are considered. This dataset 
serves as the foundational knowledge for the classification issue. Within the ML model, additional 
data are added to assess the results; this information is newly gathered by the threshold-based system 
from a recently documented trip. It takes on the form of the combined dataset, indicating it possesses 
identical columns. This is done to simulate the real-world application context, in which a pre-trained 
ML model gets new data from a recent trip and carries out its classification duties appropriately. 

The specified feature columns represent the data used to determine the hazardous condition in the 
threshold-based system outlined in [18] for various dangerous states. As indicated by that approach, 
the related features are also applied in ML classification. Besides those features, ML algorithms might 
accept additional data as input. Experiments are conducted to determine how adding more data as 
features improves the classification task, resulting in multiple data configurations and ultimately 
offering recommendations on which data to use to improve classification results. The fundamental 
threshold-based detection system recognizes dangerous conditions using a defined time period of 1.5 
seconds. A similar approach is a sliding time window model utilized for consolidating features. 
Consequently, for each event in the dataset, a time frame determines all relevant events and performs 
calculations on them. The table below demonstrates the different baselines (data configurations) that 
will be evaluated against the Neural Network and Random Forest ML techniques. We utilize these 
four baseline variations to identify the optimal minimum necessary events and the time window. 

The proposed classification model (Fig. 2) runs on Microsoft Azure designer, which provides a reliable 
environment and excellent testing capabilities, while also allowing for the deployment of models for 
real-world applications. The model consists of logical modules that may or may not depend on one 
another; this dependency is depicted through arrows linking the corresponding modules 

The process starts with importing the dataset, which is initially cleaned in the data preparation 
module; in this example, the Baseline 3 dataset is utilized as an illustration. It comprises both the 
target labels and the features for every entry. The subsequent module, Clean Missing Data, is a ready-
made Microsoft Azure Module. Its sole purpose is to ensure error-free data by performing a final 
cleaning operation on the source data, making it suitable for the Microsoft Azure environment by 
removing any data that is, in any form, irrelevant to the subsequent classification task. 

At the upper left corner of the model, the ML algorithm is positioned. This particular model is a 
Multiclass Neural Network classification system, an optimistic ML technique derived from the 
literature review [7]. 

The Multiclass Neural Network module is substituted by alternative ML algorithms like Random 
Forests during testing. Two separate modules exist, as two classification tasks are performed 
thereafter, with each task taking a single ML algorithm module as input. The first classification task, 
found on the left side of the model, is a Cross Validate Model. It is employed to access the diversity 
of a dataset as well as the reliability of a model. This is accomplished by dividing the dataset into K 
folds and training K classification tasks: each uses a different fold as the validation set. Ultimately, 
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the evaluation metrics are utilized on the averages of the K folds to test the model with different 
training and testing data each time. This leads to consistent and more predictable outcomes. The 
Evaluate Model module conducts the analysis, providing metrics such as Accuracy, Precision, F1-
score, AUC, and Recall. The second classification task mimics the appearance of new and unfamiliar 
data. In reality, this might represent a new adventure or a new user utilizing the application. This 
fresh data is subsequently used as a validation set. To ensure compatibility in shape between the 
source dataset, Baseline 3, and the validation set, Scoring Dataset, both datasets are processed 
through an Edit Metadata module that assigns the column datatypes uniformly. 

TABLE II. DATA CONFIGURATION 

 

Baseline Features Feature-Aggregations Min 
Req. 
Events 

Time 
Window 

 

1 

Eye openness, 
head angle 
pitch, head 
angle yaw, 
mouth 
openness, 
speed 

custom PERCLOS, mean eye openness, 
max eye openness, min eye openness, 
mean head angle pitch, mean head angle 
yaw, min head angle pitch, min head 
angle yaw, max head angle yaw, max 
head angle pitch 

 

10 

 

1,5 sec 

 

2 

Eye openness, 
head angle 
pitch, head 
angle yaw, 
mouth 
openness, 
speed 

custom PERCLOS, mean eye openness, 
max eye openness, min eye openness, 
mean head angle pitch, mean head angle 
yaw, min head angle pitch, min head 
angle yaw, max head angle yaw, max 
head angle pitch 

 

14 

 

1,7 sec 

 

 

3 

Eye openness, 
head angle 
pitch, head 
angle yaw, 
mouth 
openness, 
speed 

custom PERCLOS, mean eye openness, 
max eye openness, min eye openness, 
mean head angle pitch, mean head angle 
yaw, min head angle pitch, min head 
angle yaw, max head angle yaw, max 
head angle pitch, mean mouth 
openness, min mouth openness, max 
mouth openness 

 

 

10 

 

 

1,5 sec 

 

 

4 

 

Eye openness, 
head angle 
pitch, head 
angle yaw, 
mouth 
openness, 
speed 

custom PERCLOS, mean eye openness, 
max eye openness, min eye openness, 
mean head angle pitch, mean head angle 
yaw, min head angle pitch, min head 
angle yaw, max head angle yaw, max 
head angle pitch, mean mouth 
openness, min mouth openness, max 
mouth openness 

 

 

12 

 

 

1,5 sec 
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Fig. 2. The proposed ML model 

The module Train Model receives the training set Baseline 3, while the Score Model Task gets the 
validation set. Train Model also takes a ML algorithm as a parameter. Training occurs on the Training-
Data using the example Neural Network, after which the trained Neural Network will be input into the 
Score Model Task to be evaluated on the validation set containing the new data. Ultimately, in the 
final step, the model is assessed based on Accuracy, Precision, F1-score, AUC, and Recall. 

4. EXPERIMENTAL RESULTS 

Evaluating different ML techniques facilitates the identification of the most suitable algorithm. In 
[19], the question of whether machine learning experiments rely significantly on data is raised, along 
with the interpretation of their replicability, which holds particular significance in research. Previous 
studies showed that Neural Networks, Random Forest, and SVM are frequently employed for 
identical classification tasks; thus, these algorithms are chosen for comparison with each other [7]. 
Several parameters in the Microsoft Azure classification model can be modified to tune the ML 
algorithms. Various algorithms possess unique parameters. For the Neural Network, the quantity of 
hidden nodes, learning rate, and the iteration count are taken into account when optimizing the 
algorithm. Preliminary experiments indicated that 100 hidden nodes perform effectively; decreasing 
the number of hidden nodes harms performance, whereas increasing the count beyond 100 does not 
significantly impact the results. Consequently, that parameter is configured to 100 nodes. The 
parameters of the SVM include iterations and lambda, which signifies the significance of 
misclassifications; larger lambdas make misclassifications more crucial and less acceptable. Random 
Forest's parameters consist of the total number of trees, their maximum depth, and the minimum 
sample size for each leaf node. Each configuration of model parameters is associated with one 
evaluation entry. 

According to Table II, the provided data configurations resemble the typical use case of the 
recommended system that can detect and differentiate multiple distinct hazardous conditions at the 
same time, such as distraction and drowsiness. Features in Configuration 1 and 2 include the custom-
designed perclos, speed, left and right eye openness, head pitch, head yaw, and mouth openness. 
Furthermore, additional characteristics include the average, the lowest and highest values of the eyes, 
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as well as the head yaw and head pitch. Configurations 3 and 4 incorporate the aforementioned three 
configurations with aggregations related to mouth openness, specifically the mean, minimum, and 
maximum of the mouth's openness. The approaches vary in their differing time frames concerning 
the duration of the time frame and the quantity of events needed within a time frame. The 
arrangement of the methods outlined can be observed in Table III – Table X. 

The evaluation of the four methods tested shows that, in the initial setup, the Random Forest and 
Neural Network perform nearly identically. Expanding the time window for the second method 
allows the Random Forest to largely exceed the performance of the Neural Network. The Random 
Forest algorithm and the Neural Network can additionally be enhanced with additional aggregated 
features for the third and fourth configurations. Even though the fourth configuration raises the 
minimum number of necessary events and attains the highest F1-Score across all different setups 
using a Random Forest approach. 

 

TABLE III. NEURAL NETWORK CONFIGURATION AND EVALUATION (1) 

 

# of 
Hidden 
Nodes 

Learni
ng Rate 

Iterati
ons 

Macro 
F1 Score 

100 0,1 100 0,421671
209 

100 0,2 100 0,692872
142 

100 0,4 100 0,499806
75 

100 0,1 20 0,389434
236 

100 0,2 20 0,404154
329 

100 0,4 20 0,408630
991 

100 0,1 160 0,424437
618 

100 0,2 160 0,481973
432 

100 0,4 160 0,510131
702 
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TABLE IV. RANDOM FOREST CONFIGURATION AND EVALUATION (1) 

 

# of 
Trees 

Max 
Depth 

Min 
Lea
f 
Sa
mpl
es 

Macr
o F1 
Score 

8 32 1 0,469
41697
6 

2 32 1 0,609
19835
4 

32 32 1 0,700
69519
9 

32 8 1 0,489
02385
7 

8 8 1 0,510
13170
2 

2 8 1 0,540
69519
9 

2 32 4 0,596
97944
9 

8 32 4 0,615
18063
7 

32 32 4 0,625
02517
8 
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2 8 4 0,539
90419
2 

8 8 4 0,558
83742
1 

32 8 4 0,566
70658
5 

 

TABLE V. NEURAL NETWORK CONFIGURATION AND EVALUATION (2) 

 

# of 
Hidde
n 
Nodes 

Learn
ing 
Rate 

Iterati
ons 

Macro 
F1 
Score 

100 0,1 100 0,4291
7322 

100 0,2 100 0,4430
901 

100 0,4 100 0,5131
36 

100 0,1 20 0,5161
4831 

100 0,2 20 0,4383
7494 

100 0,4 20 0,4289
338 

100 0,1 160 0,4308
7189 

100 0,2 160 0,4531
7711 
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100 0,4 160 0,5189
9583 

 

TABLE VI. RANDOM FOREST CONFIGURATION AND EVALUATION (2) 

 

# of 
Trees 

Max 
Depth 

Min 
Leaf 
Sampl
es 

Macro 
F1 
Score 

8 32 1 0,7258
1615 

2 32 1 0,6109
08 

32 32 1 0,7099
2889 

32 8 1 0,5902
3321 

8 8 1 0,5707
8645 

2 8 1 0,5189
9583 

2 32 4 0,6012
9555 

8 32 4 0,6396
3819 

32 32 4 0,6312
8689 

2 8 4 0,5547
1677 

8 8 4 0,5585
5759 
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32 8 4 0,5667
06585 

 

TABLE VII. NEURAL NETWORK CONFIGURATION AND EVALUATION (3) 

 

# of 
Hidde
n 
Nodes 

Learn
ing 
Rate 

Iterati
ons 

Macro 
F1 
Score 

100 0,1 100 0,4215
2261 

100 0,2 100 0,5011
6839 

100 0,4 100 0,5055
9143 

100 0,1 20 0,4425
1563 

100 0,2 20 0,4103
1938 

100 0,4 20 0,4158
4999 

100 0,1 160 0,5022
9158 

100 0,2 160 0,5147
6433 

100 0,4 160 0,5249
5679 
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TABLE VIII. RANDOM FOREST CONFIGURATION AND EVALUATION (3) 

 

# of 
Trees 

Max 
Depth 

Min 
Leaf 
Sampl
es 

Macro 
F1 
Score 

8 32 1 0,7434
7624 

2 32 1 0,6360
8707 

32 32 1 0,7168
1175 

32 8 1 0,5763
9503 

8 8 1 0,5719
3689 

2 8 1 0,5444
7684 

2 32 4 0,6214
2392 

8 32 4 0,6295
8668 

32 32 4 0,6309
66 

2 8 4 0,5378
2808 

8 8 4 0,5542
9013 

32 8 4 0,5632
1058 



 International Journal of Web of Multidisciplinary Studies 
E-ISSN: 3049-2424 

 

IJWOS | Vol.2 No.12, December 2025  |  https://ijwos.com                                                                          169 
 

 

 

TABLE IX. NEURAL NETWORK CONFIGURATION AND EVALUATION (4) 

 

# of 
Hidden 
Nodes 

Learn
ing 
Rate 

Iterati
ons 

Macro 
F1 
Score 

100 0,1 100 0,4223
1288 

100 0,2 100 0,4957
7651 

100 0,4 100 0,4971
0717 

100 0,1 20 0,3283
4959 

100 0,2 20 0,3283
4959 

100 0,4 20 0,4145
5286 

100 0,1 160 0,5147
2129 

100 0,2 160 0,5099
8433 

100 0,4 160 0,5162
94 

 

TABLE X. RANDOM FOREST CONFIGURATION AND EVALUATION (4) 

 

# of 
Trees 

Max 
Depth 

Min 
Leaf 
Sampl
es 

Macro 
F1 
Score 
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8 32 1 0,7528
7793 

2 32 1 0,6376
3463 

32 32 1 0,7341
7818 

32 8 1 0,5877
3432 

8 8 1 0,5771
1517 

2 8 1 0,5517
5332 

2 32 4 0,6225
3607 

8 32 4 0,6480
4026 

32 32 4 0,6432
1045 

2 8 4 0,5507
6006 

8 8 4 0,5798
8178 

32 8 4 0,5767
8061 

 

DISCUSSION 

In this study, we developed a Cloud-based machine learning algorithm to detect hazardous driving 
habits. The Microsoft Azure platform was utilized to evaluate the suggested ML algorithms in 
comparison to each other. Data collected from the drive-safely application served as the data 
foundation for developing a threshold-based system to identify risky driving behavior. 

The development process has been divided into three stages. At first, it was essential to understand 
the current threshold-based classification method. Subsequently, it was essential to extract more 
value from the existing data to enhance the classification and possibly achieve improved outcomes. 
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Determining if this would be practical required exploration through thorough experiments. Third, the 
results showed how the data needed to be handled to achieve the best outcomes. 

The handling of the data can be considered extremely important. By supplementing the data with 
additional information, enhanced results can be achieved. Classification tasks employing a 
combination of aggregated features, such as average eye openness values over the previous time 
window, outperform those that do not utilize aggregated features as extensively. It will be analyzed in 
future studies. So far, a range of distinct classification models have been tested. Both the 
configurations of the algorithms and the data were randomized to identify suitable outcomes for 
classifying dangerous states. 

The evaluation of the two ML techniques analyzed indicated that Neural Networks and Random 
Forests performed nearly identically, with a slight advantage for Random Forests. Additionally, it was 
discovered that the effectiveness of the classification algorithms improved with the inclusion of more 
data in the dataset. Additionally, the testing shows that utilizing the sliding window method for 
aggregated features improved classification performance when considering more aggregations, such 
as minimum, maximum, and mean values of features. The best performing solution comprises 
combined features related to head angles, mouth openness, and eye openness, achieved through the 
Random Forest configuration (Table XI), which has a moderate processing time associated with 
random forest parameters using 32 individual trees. The corresponding confusion matrix is shown in 
Fig. 3. 

The results are thus based on commodity hardware, specifically smartphone sensor information. To 
improve the algorithms or expand the feature set, new data sources may be incorporated via sensor 
fusion. Recent publications on this subject (e.g., [20]) detail how they integrate data from a Mixed 
Reality (MR) headset (Microsoft HoloLens), a smartwatch, a smartphone, and a data logger that 
gathers information from the vehicle's on-board diagnostics (OBD) interface. Aside from being 
prohibited in road traffic in many countries, a Mixed Reality headset could provide precise information 
on head movements, thereby aiding and improving current distraction and fatigue detection derived 
from the video data discussed here. Smart Watches, for their part, can provide information such as 
heart rate, as well as arm movement data to identify distractions when the driver’s gaze is on the road 
but their mind is elsewhere, e.g., when adjusting the radio, searching in their pocket, or sending a text 

Consequently, this would contribute to distraction detection as well as drowsiness detection, for 
instance, a decrease in arm movement, which is typically needed to keep the vehicle on track, may 
indicate fatigue [20]. 

While the data sources mentioned earlier mainly provide details about the driver and their status, 
vehicle data can deliver insights into the vehicle's usage. In [21], the Quantified Vehicle is described 
as one that captures sensor data about itself (vehicle usage information) and its environment. Data 
regarding vehicle usage can reveal insights about the operational risks of the vehicle, such as how 
often it risks running off the road due to high lateral accelerations while turning or the frequency 
and duration of wheel spin. Such incidents are categorized as aggressive driving behavior, and as 
mentioned in Section I, this is one of the factors contributing to the high number of road fatalities. 
However, regrettably, that information is presently accessible only for test vehicles that can retrieve 
data directly from the car's bus system (e.g., CAN bus). 

Services currently offered in the market largely rely on the previously mentioned OBD interface, 
which was not originally designed for that purpose at all. In theory, this interface could display a 
lot of intriguing data; however, in practice, when tested on various vehicles from different 



 International Journal of Web of Multidisciplinary Studies 
E-ISSN: 3049-2424 

 

IJWOS | Vol.2 No.12, December 2025  |  https://ijwos.com                                                                          172 
 

 

manufacturers, there were at most 10-15 noteworthy signals, like vehicle speed, revolutions per 
minute (RPM), or oil temperature each, for analyzing driving style, but to a very restricted degree. 
However, vehicle manufacturers are increasingly focused on retaining their customers through 
services, and as a result, they are more often creating technical opportunities for third-party service 
developers to access customer car data. Marketplaces already exist (caruso-dataplace.com is an 
example) that offer data from various vehicle manufacturers in the same data format. This indicates 
that combining smartphone sensor data with vehicle data can become an important subject, and 
there is a distinct movement towards transforming vehicle and driver data into a business model, as 
illustrated in [22]. In Table XII, we present an initial list of intriguing events we plan to expand our 
solution to in the future 

TABLE XI BEST PERFORMING CONFIGURATION 

 

# of 
Trees 

Max 
Depth 

Min 
Leaf 
Sample
s 

Macro 
F1 
Score 

8 32 1 0,75287
793 

                      

 

TABLE XII. PARAMETERS FOR THE PROPOSED MODEL EXTENSION 

 

Interesting Events 
w.r.t risky driving 

Data Source 

 

Head movements 
related to distraction 
or drowsiness 

 

Smart Glass / 
Mixed Reality 
Headset: head 
rotation sensor 

Arm movements that 
are not intended for 
driving 

Smart Watch: 
acceleration 
sensor 

Individual arm 
movement on the 
steering wheel to 
keep the vehicle on 
track, and unusual 

Smart Watch: 
acceleration 
sensor 
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deviations 
therefrom 

Individual driving 
style like typical rpm 
usage and gear 
change behavior per 
road segment, to 
detect unusual 
behavior 

Vehicle OBD 
interface data 
(limited set of 
vehicle sensor 
data) 

Wheel speed per 
wheel to detect 
wheel spinning or 
locking tires 

Vehicle CAN bus 
data (access to 
more vehicle 
sensors): wheel 
speed 

Harsh braking, harsh 
accelerating, harsh 
cornering 

Vehicle CAN bus 
data (access to 
more vehicle 
sensors): vehicle 
acceleration 
sensor 

Distances to other 
vehicles and 
vulnerable road 
users 

Vehicle CAN bus 
data (access to 
more vehicle 
sensors): 
RADAR/LiDAR/
video sensor 

 

5. CONCLUSION 

The aim of our paper is to present an ML-driven method to incorporate a feature into the existing 
system that enables learning and adapts to the individual needs of the driver. The ultimate aim is to 
analyze the collected data and transform the previously established thresholds into more adaptable 
ones. This will involve using ML techniques to identify relationships between the recorded behavior 
and the foundational data, as well as to generate fresh insights. These findings need to be evaluated 
and may be integrated into the threshold-based system subsequently to improve the accuracy of 
identifying dangerous situations for the individual driver. To meet this requirement, extensive 
experiments were conducted using the data to determine how an implementation could be realized. 

The experiments emphasize the importance of handling time series data regarding the models' 
performance and accuracy. Especially when dealing with different sized time windows, problems 
can arise that may skew the classifications obtained. As [15] suggests, dynamic time warping, which 
serves as a time series analysis technique, can automatically manage time deformations, making it 
intriguing to explore the data analysis phase with time series analysis methods. Consequently, we 
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want to emphasize that the cloud's computational time is not a concern for the proposed system, as it 
involves data post-processing. 

In the future, the verified dangerous event information will be used as additional input alongside the 
data collected by the threshold system. Initially, the plan is to create questionnaires related to the 
verification of hazardous incidents. That data can subsequently be used for a more precise 
classification. Let us consider that all instances where the driver denies the proposed risky condition 
by the threshold-based system involve certain undisclosed criteria. These unidentified criteria can be 
linked by the ML component to instances where the threshold-based system underperforms and 
proposes alternative hazardous conditions accordingly. This guarantees that the ML component of 
the system can learn from user feedback and offer enhancement recommendations for the thresholds 
of the threshold-based system. 

We believe that the research we present is advantageous for both science and practice to enhance the 
development of smartphone-based vehicle information systems (refer to [23] for additional details 
on vehicle IS). Our study indicates that ML technologies such as Neural Networks and Random 
Forests are effective approaches for learning and adjusting threshold-based reasoning concerning the 
states of individual drivers. 
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